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INTERNATIONAL ELECTROTECHNICAL COMMISSION

MULTIMEDIA HOME SERVER SYSTEMS -
IMPLEMENTATION OF DIGITAL RIGHTS PERMISSION CODE

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

All users should ensure that they have the latest edition of this publication.

No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

The main task of IEC technical committees is to prepare International Standards. However, a
technical committee may propose the publication of a technical report when it has collected
data of a different kind from that which is normally published as an International Standard, for
example “state of the art”.

IEC 62636, which is a technical report, has been prepared by technical area 8: Multimedia
home server systems, of IEC technical committee 100: Audio, video and multimedia systems
and equipment.

The text of this technical report is based on the following documents:

Enquiry draft Report on voting
100/1561/DTR 100/1611/RVC

Full information on the voting for the approval of this technical report can be found in the
report on voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
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The committee has decided that the contents of this publication will remain unchanged until
the maintenance result date indicated on the IEC web site under "http://webstore.iec.ch" in
the data related to the specific publication. At this date, the publication will be

* reconfirmed,

* withdrawn,

» replaced by a revised edition, or
*+ amended.

A bilingual version of this publication may be issued at a later date.

IMPORTANT - The “colour inside” logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this publication using a colour printer.
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INTRODUCTION

IEC 62227, which defines the digital rights permission code, is structured so that information
required by engineers familiar with how permission information is coded can easily access it.
However, for engineers who are not familiar with the code, there are few descriptions of
specific service scenarios and the permission code that corresponds to them. For these
engineers it is therefore difficult to understand how to implement a digital rights permission
code using just the information given in IEC 62227.

This Technical Report provides guidelines for digital rights permission code technology to
supplement the information presented in IEC 62227 and to foster the use of digital rights
permission code.
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MULTIMEDIA HOME SERVER SYSTEMS -
IMPLEMENTATION OF DIGITAL RIGHTS PERMISSION CODE

1 Scope

This Technical Report provides guidelines to implement the digital rights permission code. It
gives examples of fixed length permission codes derived from restricted code length profiling
by using 23 specific usage scenarios to profile the variable-length digital rights permission
code defined in IEC 62227 as fixed length digital rights permission code.

2 Normative references

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For undated references, the latest edition
of the referenced document (including any amendments) applies.

IEC 62227, Multimedia home server systems — Digital rights permission code

3 Terms, definitions, and abbreviations

3.1 Terms and definitions

3.11

permission

act by a certain issuing entity to authorize the use of content to a certain receiving entity
under a certain set of permission classifications and usage conditions

NOTE The issuing entity and/or the receiving entity may not only be human, but also a device, storage medium,
organization, domain or another entity.

3.1.2
home server
client device that serves as a gateway to a home domain

3.1.3
compliant device
device that possesses functions to control content access as specified in a compliant license

3.1.4
domain
set of actors to which a common set of rules apply in the context of content management

3.1.5
subscription
fee-based permission that charges per time period

3.1.6

coupon

fee-based permission that uses coupons, a form of alternative currency that can be
exchanged for a given piece of content

NOTE Coupons are distributed to users by the content sponsor in order to increase user contact with that sponsor.
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3.1.7

move

usage type that permits the moving of content to a compliant medium under a reuse
permission

NOTE Permission conditions are further specified in the condition parameters.

3.1.8

copy
usage type that permits the copying of content to a compliant medium under a reuse

permission

NOTE Permission conditions are further specified in the condition parameters.

3.1.9

export

usage type that permits the exporting of content to a non-compliant medium under a reuse
permission

NOTE Permission conditions are further specified in the condition parameters.

3.1.10

permission code

code system that represents codes through a common system so that permissions from two
parties with differing DRM implementations can interact with each other

3.1.11
parent permission code
permission code issued for a group of content

3.1.12
child permission code
permission code issued for an individual piece of content belonging to a larger group

3.2 Abbreviations

CD Compact Disc

CPRM Content Protection for Recordable Media
DCF DRM Content Format

DRM Digital Rights Management (System)
DRPC Digital Rights Permission Code

DVD Digital Versatile Disk

HD High Definition

HDD Hard Disk Drive

ID Identifier

SAFIA Security Architecture For Intelligent Attachment
WMT Windows Media Technology

4 Purpose and justification for this TR

4.1 General

The digital rights permission code defined in IEC 62227 is variable-length, and there is no
upper limit to the code length. This is because it was designed to be a very versatile
specification capable of encoding permission conditions for a great variety of anticipated
usage scenarios.
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However, when digital rights permission code is used to provide actual services, it will be
used in environments where there are practical limitations on computation and distribution
resources, so it is necessary to take steps such as shortening the overall code length for the
permission code to lower the cost of distribution resources and making the code length for
individual permissions fixed-length so that computation can be more efficient.

Therefore, it is necessary to create guidelines for the individual permission code lengths
within the overall digital rights permission code in order to restrict the length of the variable-
length digital rights permission code defined in IEC 62227 when providing actual services.

To that end, this TR presents typical content usage scenarios anticipated for actual services
and validates the permission code lengths for the usage conditions used in these scenarios to
define restricted-length individual digital rights permission code profiles and presents
guidelines for the use of digital rights permission code.

4.2 Pupose
The following applies to this Technical Report.

e The digital rights permission code lengths are fixed-length.

e The number of occurrences for each digital rights permission code unit are counted.

In addition to the scenarios that are supported under the existing digital rights management
described in IEC 62227, the anticipated usage scenarios were selected based on usage
scenarios required for a home server environment.

The specific usage scenarios specified in this Technical Report are the following:

e content purchase (see Figure 1);

e rental with time or playback limits (see Figure 2);

e subscription (see Figure 3);

e direct retrieval of content from a device: Scenario 1 (see Figure 4);
o direct retrieval of content from a device: Scenario 2 (see Figure 5);
e unlimited play (see Figure 6);

e preview (see Figure 7);

e multiple permissions for a multipart DCF (see Figure 8);

e inheritance (see Figure 9);

e export of OMA DRM content (see Figure 10);

e combinations of constraint elements (see Figure 11);

e FairPlay (see Figure 12);

e CPRM (see Figure 13);

o SAFIA (see Figure 14);

e ringtones (see Figure 15);

e download of content free with advertising (see Figure 16);
e streaming of content free with advertising (see Figure 17);
e giveaways (see Figure 18);

e coupons (discount points) (see Figure 19);

e privacy information disclosure (see Figure 20);

e copying 9 times with unlimited moving (see Figure 21);

e subscription games (see Figure 22);
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e software rental (see Figure 23).
Detailed information about the digital rights permission code generated for each usage

scenario is also provided in Annex B.

5 Usage scenarios

51 General

This clause presents the usage scenarios profiled in this report. The details of the permission
units that were used in each scenario are described in Annex B.

5.2 Content purchase

Mr. S purchases a song from a content provider, downloads it, and plays it back on Device Y,
which belongs to domain D, and he exports it to a CD, see Clauses B.2 to B.5, No.1

General Usage Condition Data Output Condition
‘Description of playback Export to CD
condition

3) Play back 4) Export

\Eeice Y
5)Useona
compliant device !

Device X

Content

. 1) Purchase
Provider 4— ~oniont \
Song download
service 2) Download content

Data Management

Condition
—— L Domain D Description of
Communication Receiver :Mr. S I domain D

Figure 1 — Content purchase

5.3 Rental with time or playback limit

Mr. S rents video content from a content provider. He downloads it and plays it back. It has a
playback condition stipulating that the playback time is limited to 48 h, see Clauses B.2 to B.4,
No.2.
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General Usage Condition
Description of the playback
condition (time or playback limit)

Content
Provider D — <

Online rental
service

2) Download conte

( Communication )

Figure 2 — Rental with time or playback limit

Data Management
Condition
Description of device X

Receiver: Mr. S

5.4 Subscription

Mr. S enters into a subscription contract with a content provider. Mr. S downloads Song C1
from the content provider and plays it back on Device Y, which belongs to domain D1. Mr. S
downloads Song C2 from the content provider and plays it back on Device Y, which belongs
to domain D1, see Clauses B.2 to B.4, No. 3 to 5.

Data Management Condition
Description of Domain D1 in
parent permission code

3 Permission Codes
(Parent x 1, Child x 2)

3) Play back

Device X

- — JﬁJF
Eeptent 1) Subscribe {
Provider «— ¢ .
EEEE— \ \~ Mr. S \
Subscription 4)Useona

2) Download content .
compliant

Communication

song download
service

Domain D1

General Usage Conditions

Receiver: Mr. S Description of the

playback conditions in the
child permission codes

Subscription
a) Parent permission code:
Describes the subscription conditions
Charge class field is “Subscribe”. There are no general usage conditions.
b) Child permission code:
Describes each content usage condition in a subscription
Charge class field is “Subscribe”. There is at least one general usage condition.

Figure 3 — Subscription
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5.5 Direct retrieval of content from a device: Scenario 1

Mr. S purchases a song from a content provider to play back on Device X. He downloads it
and plays it back, see Clauses B.2 to B.4, No.6.

General Usage Condition
Description of the playback condition

Device X

Content

1) Purchase
i < <
Provider DN M content \
L
Song download 2) Download content

service
( Communication )

Figure 4 — Direct retrieval of content from a device: Scenario 1

Data Management Condition
Receiver: Device X Description of Device X

5.6 Direct retrieval of content from a device: Scenario 2

Mr. S purchases VOD content from a content provider to play back on Device X. He plays it
back by streaming it, see Clauses B.2 to B.3, No.7.

General Usage Condition
Description of the playback condition

=

Device X
SR 3) Play back
2™
Content 1) Purch VOD
) B urchase
Provider D — < content .
» Mr.S
VOD service

2) Stream content

Receiver: Device X
Communication

Figure 5 — Direct retrieval of content from a device: Scenario 2

5.7 Unlimited play

Mr. S purchases video content from a content provider and downloads it. There are no limits
on how many times he can play it back, see Clauses B.2 to B.4, No.8.
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General Usage Condition
Description of the
playback condition

Compliant Domain D1

pEsice X 3) Play bac

Content

gy I

™ jJF

) 1) Purchase

Provider D — < content\ .
> Mr.S

Video download

service

Data Management Condition
Description of the
compliant domain

Communication

Figure 6 — Unlimited play

Receiver: Mr. S

5.8 Preview

Mr. S applies for a trial video subscription from a content provider. He plays back the ftrial
content by streaming it, see Clauses B.2 to B.3, No.9.

General Usage Condition
Description of the playback condition

3) Preview
Device X

Bentent 1) Apply for preview

Provider — <
> Mr. S
Vi .
ideo streaming 2) Stream preview content

service
" Receiver: Mr. S
Communication

Figure 7 — Preview

5.9 Multiple permissions for a multipart DCF

Mr. S purchases a song with lyrics to be used on Device X and downloads it as a multipart
DCF from a content provider. He can play the song back, display the lyrics on Device X and
print the lyrics out from Device X, see Clauses B.2 to B.4, No.10 to 11.



-14 - TR 62636 © IEC:2009(E)

General Usage Condition for the song General Usage Conditions for the lyrics
Description of the playback condition Description of the display (playback) condition
Description of the printout condition

4) Display lyrics

Device X
- \‘%‘_ 5) Print out lyrics
Content ) Purch
) urchase a song

Provider ‘ and its Tyrics .
> Mr. S

Lyrics display & 2) Download multipart DCF

content (song and lyrics)

printout service

s — Receiver: Device X
Communication

Figure 8 — Multiple permissions for a multipart DCF

5.10 Inheritance

Mr. S purchases the lyrics of a song to be used on Device X from a content provider. He can
display and print out the lyrics 10 times each from 1 Jul 2008 to 31 Aug 2008 and 3 times
each from 1 Sep 2008 to 30 Sep 2008, see Clauses B.2 to B.4, No.12.

General Usage Conditions:

1) Term: 1 Jul 2008 to 31 Aug 2008
Display (playback): 10 times
Print out: 10 times

2) Term 1 Sep 2008 to 30 Sep 2008
Display (playback): 3 times
Print out: 3 times

3) Display lyrics

DeV|ce X F 4) Print out lyrics
Content ) Purch | g
urchase lyrics
Provider 4— . .
> Mr. S
Lyrics display & D|splay lyrics

printout service

Receiver: Device X
@mmunicat@

Figure 9 — Inheritance

5.11 Export of OMA DRM content

Mr. S purchases video content to be used on Device X from a content provider. He downloads
it, plays it back, and exports it to a DVD, see Clauses B.2, B.3 and B.5, No.13.
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General Usage Condition Data Output Condition
‘Description of the playback condition Export to DVD

3) Play back 4) Export ®
Device X /

—
Content ) Purch tont
urchase conten
Provider <— .
> Mr. S
Video download

2) Download content

ﬁeiver: Device X
Communication

Figure 10 — Export of OMA DRM content

service

5.12 Combinations of constraint elements

Mr. S applies for a trial subscription to video content from a content provider. He plays back
the trial content by streaming it. He can play it back 10 times for 30 s from 1 Jul 2008 to
31 Aug 2008 and 2 times for 180 s from 1 Sep 2008 to 30 Sep 2008, see Clauses B.2 and B.3,
No.14.

General Usage Conditions:
1) Term: 1 Jul 2008 to 31 Aug 2008
‘Playback 10 times for 30 seconds,
2) Term: 1 Sep 2008 to 30 Sep 2008
‘Playback 2 times for 180 seconds,

3) Preview (10 times for 30 seconds)

De\ic;eVX 4) Preview (2 times for 180 seconds)

- — w:JFg
Content 1) Apply for preview
Provider <— .
> Mr S
Video streaming

) 2) Stream content
service

L — Receiver: Device X
Communiatibn

Figure 11 — Combinations of constraint elements

5.13 FairPlay

Mr. S purchases a song from a content provider and downloads it. He plays it back on Device
Y, which belongs to domain D1, and also exports it to a CD, see Clauses B.2 to B.5, No.15.
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. 3) Play back
Device X

2) Download content

Receiver: Mr. S

‘Description of the playback condition

4) Use on a . Export to CD

compliant device Sl

Domain D1

General Usage Condition

4) Export

Data Output Condition

Device

Data Management Condition
Description of Domain D1 in
Parent Permission

Figure 12 — FairPlay

Mr. S purchases a song from a content provider, downloads it, and plays it back. He plays it
back on Device Y and also exports it to a DVD, see Clauses B.2 to B.3 and B.5, No.16.

Content

Provider

Song download
service

5.15 SAFIA

General Usage Condition
Description of the playback condition

1) Purchase
content

»
>

2) Download content

Device Y

-

Data Output Condition
Export to DVD

Media SM1

4) Play back

Mr. S

Receiver: Mr. S
Communication

Figure 13 — CPRM

Mr. S purchases a song from a content provider, downloads it, and plays it back. He plays it
back on Device Y, which belongs to domain D1, and he also exports it to a removable hard
disk drive, see Clauses B.2 to B.5, No.17.
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Data Management Condition Data Output Condition
Description of the compliant domain Export to hard disk
Compliant Domain D1 \/
3) Export

A

Content / I:I

. P 1) Purchase <
rovider D < content g 4) Play back Media
—_— SM1
Song download 2) Download content .

service

v

General Usage Condition

Communication ioti
Receiver: Mr. S Description of the playback

condition

Figure 14 — SAFIA

5.16 Ringtones

Mr. S purchases a song from a content provider, downloads it, and plays it back. He plays it
back on Device Y, which belongs to domain D1, and he also exports it to a removable memory
device, see Clauses B.2 to B.5, No.18.

General Usage Condition Data Output Condition
Description of the playback condition ‘Export to SD
Device X 4) Export

Media
SM1

Content
1) Purchase cg

Provider D E— <
> Mr. S
Song download 2) Download content
service

Figure 15 — Ringtones

4)Use on a LouED
compliant device @

Domain D1

Data Management Condition

Receiver: Device X Description of Domain D1

5.17 Download of content free with advertising

Mr. S requests content that is free with advertising, downloads it, and plays it back. He also
plays it back on Device Y, which belongs to domain D1, see Clauses B.2 to B.4, No.19.
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General Usage Condition
Description of the playback condition

——
Device X 3) Play back

O
Content 1) Request content\
Provider — < \ .
- > > Mr. S \Eevice Y
Video download ‘
service with

2) Download content 4) Use on a
advertising

ompliant device _.

— Domain D1
Communication

Receiver: Mr. S

Data Management Condition
‘Description of Domain D1

Figure 16 — Download of content free with advertising

5.18 Streaming of content free with advertising

Mr. S requests video content that is free with advertising and plays it back by streaming it,
see Clauses B.2 to B.3, No.20.

General Usage Condition
Description of the playback condition

Device X 3) Play back

Content

1) Request content g
Provider — <
_

> Mr.S
Video streaming
service with 2) Stream content
advertising

GommunicaticD Receiver: Mr. S

Figure 17 — Streaming of content free with advertising

5.19 Giveaways

Mr. S purchases a soft drink with a free giveaway at a shop and submits the proof of purchase
at the manufacturer’s website. He downloads a free video and plays it back on Device X. He
also plays it back on Device Y, which belongs to domain D1, see Clauses B.2 to B.4, No.21.



TR 62636 © IEC:2009(E) -19 -

Product with
giveaway

Sho 1) Visit shop
P General Usage Condition

Description of the playback condition

2) Purchase a product with

a giveaway
3) Play back
EE=—— |
. Device X
Manufacturer 1) Submit proof of
< <
purchase \ N .

Cag;‘l‘;/):;%lavywth 2) Download free content

Communication

Receiver: Mr. S

4) Use on a
compliant device

ﬂ Domain D1

Data Management Condition
Description of Domain D1

Figure 18 — Giveaways

5.20 Coupons (discount points)

Mr. S purchases a soft drink at a shop where he can earn points. He purchases a video at a
discount price using the points, downloads it, and plays it back. He also plays it back on
Device Y, which belongs to domain D1, see Clauses B.2 to B.4, No.22.

Point

Provider 1) Access

Advertisement
point service

2) Watch advertising

3) Play back

Content
Provider < ~ Points |
_—
Vldege%:yggload 2) Download content 4)Useon a

ompliant device

Communication
Domain D1

Data Management Condition
Description of Domain D1

Figure 19 — Coupons (discount points)

5.21 Privacy information disclosure

Mr. S exchanges privacy information with a content provider for a video. He downloads the
video and then plays it back on Device X, see Clauses B.2 to B.4, No.23.
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General Usage Condition
Description of the playback condition

- =
Device X 3) Play back
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. P isclose privacy
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service 2) Stream content
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Domain D1
— Data Management Condition
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Description of Domain D1

Figure 20 — Privacy information disclosure

5.22 Copying 9 times with unlimited moving

Mr. S concludes a contract with a broadcaster to receive content. He stores the broadcast
content on Device X and plays it back. He can copy it among permission code-compliant
devices, such as Media SM1, Media SM2, and Media SM3, and he can play it back on Device
Y. The number of copies is limited to 9, see Clauses B.2 to B.4, No.24.

Data Management Condition
‘Description of the compliant domain

— -
-—
Compliant domain
) 4) Copy and move to A
2)T t h |
) Tune in m compliant device or media I:I
Device X 3) Play back
= — Media SM1
Broadcaster . \JE)JF
1) Enter into a contract
Broadcast service .
Mr. S8

Media SM2

Device Y

e

Figure 21 — Copying 9 times with unlimited moving

Receiver: Mr. S

5.23 Subscription games

Mr. S enters into a monthly subscription contract for games with a content provider. He
downloads the games and runs them on Device X. The games can be used for a month after
they are downloaded, see Clauses B.2 to B.4, No.25.
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General Usage Condition
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Figure 22 — Subscription games

5.24 Software rental

Mr. S concludes a time-limited software usage contract with a content provider. He downloads
the software and runs it on Device X. The software can be run for a month after it is
downloaded, see Clauses B.2 to B.4, No.26.

General Usage Condition
‘Description of the execution condition

Device X

Content 1) Sub
ubsi
Provider < )
_>
Software rental 2)
service

Receiver: Mr. S Data Man-ag-ement COI-‘IdItIOI‘I
Description of Device X

Figure 23 — Software rental

6 DRPC profiling

6.1 Profiling process

The profiles for DRPC were defined by examining the permission code derived for each usage
scenario and using the four steps below.

a) Examine the unit occurrence pattern and permission code length for each scenario.
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b) Group the permission code lengths based on occurrence patterns (see Table 1).

c) Select the maximum code length from each group (see Table 2).

d) Profile the permission code using unit occurrence patterns and maximum code lengths.
(see Table 3).

6.2 Unit occurrence patterns and DRPC lengths

Table 1 shows the relationship between the code length and the permission actor unit, the
permission classification unit, the general usage condition unit, the data management
condition unit, and the data output condition unit for each scenario. It shows a “1” if a unit
occurs and a “0” if a unit does not occur, and it provides a complete list of the DRPC lengths
and unit occurrence patterns for all of the scenarios defined for use in DRPC.

Not all units are valid for each scenario. The units that are valid for each scenario are listed
within each scenario definition.

Table 1 — Unit occurrence patterns and DRPC lengths

General Data
Permission | Permission Usage Management Data Output
VERSION Actor Classification| Condition Condition Condition Pattern Size (Bytes)
Num Num Num Num Num Num

1[Content purchase 1 1 1 1 1 1 111111 170
2|Rental with time or playback limit 1 1 1 1 1 0 1111-10 134
3|Subscription 1 1 1 0 1 0 111010 101
4[Subscription child 1 1 1 1 1 0 0 1111-00 92
5|Subscription child 2 1 1 1 1 0 0 1111-00 92
6|Direct retrieval of content from a device: Case 1 1 1 1 1 1 0 1111-10 134/
7|[Direct retrieval of content from a device: Case 2 1 1 1 1 0 0 1111-00 92
8|Unlimited play 1 1 1 1 1 0 1111-10 134
9|Preview 1 1 1 1 0 0 1111-00 92
10|Multiple permissions for a multipart DCF (Lyrics) 1 1 1 1 1 0 1111-10 155
11|Multiple permissions for a multipart DCF (Song) 1 1 1 1 1 0 1111-10 134
12(Inheritance 1 1 1 1 0 0 1111-00 159
13|Export of OMA DRM Content 1 1 1 1 0 1 1111-01 128
14|Combinations of constraint elements 1 1 1 1 0 0 1111-00 117
15|FairPlay 1 1 1 1 1 1 111111 170
16(CPRM 1 1 1 1 0 1 1111-01 128
17|SAFIA 1 1 1 1 1 1 111111 170
18|Ringtones 1 1 1 1 1 1 111111 170
19|Download of content free with advertising 1 1 1 1 1 0 1111-10 134/
20|Streaming of content free with advertising 1 1 1 1 0 0 1111-00 92
21|Giveaways 1 1 1 1 1 0 111110 134
22|Coupons (discount points) 1 1 1 1 1 0 1111-10 134
23|Privacy information disclosure 1 1 1 1 1 0 1111-10 134
24|Copying 9 times with unlimited moving 1 1 1 1 1 0 1111-10 134
25|Subscription games 1 1 1 1 1 0 111110 130
26(Software rental 1 1 1 1 1 0 111110 130

6.3 Grouping scenarios by unit occurrence pattern

Table 2 shows the results of grouping scenarios based on their unit occurrence patterns. Each
scenario can only have one unit occurrence pattern. Therefore, if multiple types of permission
codes are handled within a scenario, the following processing is run to group the units into a
single occurrence pattern.

a) If there is a unit occurrence, the pattern count shall be 1.

b) The code length shall be the maximum permission code length within the scenario.

For example, in the “Subscription” scenario, two types of permission codes, a parent
permission and a child permission, are handled, and the occurrence pattern for a subscription
is the combination of the parent permission (1110-10) and the child permission (1111-00),
which is 1111-10. In addition, the code length is the larger of the parent permission (101) and
the child permission (92), which is 101. Similarly, in the “Multiple permissions for a multipart
DCF” scenario, two types of permission codes are handled, one for lyrics and one for songs,
and the code length is the larger of the lyrics permission code length (155) and the song
permission code length (134), which is 155.
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Table 2 — Grouping scenarios by unit occurrence pattern

Size
Pattern (Bytes) | No Title
1111-00 92| 7 [Direct retrieval of content from a device: Case 2
92| 9 [Preview

92| 20 |Streaming of content free with advertising

117| 14 |combinations of constraint elements

159| 12 [inheritance

1111-01 128| 13 |Export of OMA DRM Content
128| 16 |cPRM
1111-10 130| 25 Subscription games

130| 26 [Software rental

134( 3 |[Subscription

134( 2 [Rental with time or playback limit

134| 6 |Direct retrieval of content from a device: Case 1

134( 8 |unlimited play

134| 19 |Download of content free with advertising
134| 21 [Giveaways
134 22 Coupons (discount points)

134| 23 |Privacy information disclosure

134| 24 Copying 9 times with unlimited moving

155( 10 |Multiple permissions for a Multipart DCF (Lyrics)
1111-11 170| 1 |content purchase

170( 15 FairPlay

170 17 [sAFIA

170( 18 Ringtones

6.4 Maximum code length for each scenario group

The maximum length of the permission code for each occurrence pattern is taken as the
permission code length for that occurrence pattern. Table 3 shows the results of profiling
permission codes using the unit occurrence patterns and maximum code lengths in Table 2.
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Table 3 — Maximum code length for each scenario group

Size
Pattern (Bytes) [ No

1111-00 159

Title

Direct retrieval of content from a device: Case 2

Preview

20 Streaming of content free with advertising

10 [Multiple permissions for a multipart DCF_(Lyrics)

14 |[Combinations of constraint elements

12 |inheritance

1111-01 128 13 |Export of OMA DRM content

16 |cPRM
1111-10 155 3

25 |Subscription games

Subscription

26 |Software rental

2 |Rental with time or playback limit

Direct retrieval of content from a device: Case 1

8 |Unlimited play

19 |Download of content free with advertising

21 Giveaways

22 Coupons (discount points)

23 Privacy information disclosure

24 Copying 9 times with unlimited moving

111111 170 1

15 [FairPlay
17 |sAFIA

Content purchase

18 |Ringtones

6.5 DRPC profiles

The process resulted in the DRPC profiles shown in Table 4. The unit occurrence patterns in
Table 3 are set as the profile names, and the code lengths are set as the profile values.

Table 4 — DRPC profiles

Size Data Management Data Export
Profile (Bytes) Condition Condition
1111-00 159 No No
1111-01 128 No Yes
111110 155 Yes No
111111 170 Yes Yes
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Annex A
(informative)

Services

A.1 General

This annex shows examples of services in which permission profile “1111-11” is used.

A.2 1: Service that allows the user to select from a permission conditions list

The first service example shows an IPTV Service that allows consumers to select one of
several permission conditions (see Figure A.1). In this case, the user is watching an IPTV
program and she hears one of her favorite songs as background music. She clicks the
program ID and gets the song ID. Using the song ID, she can access a shopping site. There
are multiple usage conditions, such as "free with advertising" or "limited 48-h playback".
Multiple permission codes for these conditions are available on a back end server. She can
select one of these conditions. She purchases the song and plays it back. This is a typical
“content purchase” scenario.

[ Service that allows the user to select from a permission conditions list ]

IPTV provider 22:54

22:54]
Select a permission
10 Program Info BB

Program ID AAA
SMJP01911000011
Title: Select from the list
1) Free with ads
2) Discounted with ads
3) ¥300 (1 month)
4) ¥500

Figure A.1 — Selection from a permission conditions list

A.3 2: Service that allows content to be played on several devices

The second service example shows a user who connects to a wireless LAN service on a
special class railroad car and receives a free song from a portal site. The permission
condition for the purchased song includes not only permission to play the song on a mobile
phone, but also permission to play it on a PC and mobile audio player. Based on the selected
conditions, she can move the song to an SD card or play it on a PC or a mobile audio player
(see Figure A.2).
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Service that allows content to be played on several devices ]

Figure A.2 — Service that allows content to be played on several devices
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Annex B
(informative)

Permission code

B.1 General

This annex shows the permissions selected in each scenario in Clause 5.

B.2

Permission actors and permission classifications

Table B.1 — Permission actors and permission classifications

D isc bsur| Usage Purpose
NO Content D Scenarb e C hss C hss Charge M odelC hss
1|SM JP010000000201 Content purchase 0 pen Comm ercil Fee-based
2[vP JP010000000202 Rentalw ith tin e or phyback I it 0 pen Comm ercil Fee—based
3|sM JP010000000210 Subscrptbn 0 pen Comm ercial Fee-based, Subscrptbn
4|SM JP010000000211 Subscrptbn chid 1 0 pen Comm ercil Fee-based, Subscrptbn
5[SM JP010000000212 Subscrptbn chid 2 0 pen Comm ercial Fee—b , Subserbtbn
6[SM JP010000000221 D irect retrieval of content from a device:Scenarb 1 0 pen Comm ercil Fee—based
7[VFJP010000000222 D irect retrieval of content from a device:Scenarb 2 Open Commercil Fee-based
8|VP JP010000000301 Unlin ited ply Open Commercil Fee-based
9[vP JP010000000302 P review 0 pen Comm erc il Fee—b
10]TM JP010000000303 Multbl pem issbns for a multbart DCF (yrics) 0 pen Comm ercial Fee—based
11{SM JP010000000303 E ultbl pem issibns for a multpart DCF Gong) 0 pen Comm ercil Fee-based
12[1MJP010000000304 | bheritance Open _ |Commercil |Free
13 VP JP 010000000305 Export of OMA DRM content Open Commercil Fee-based
14]VP JP010000000306 _ |Combhatbns of constraht elem ents Open _ |Commercial |Fee—based
15[VPJP010000000501 __|FaiP by Open __|Commercial _ [Fee-based
16|VP JP 010000000502 CPRM Open Commercil Fee-based
17[VPJP010000000503  |SAFTA Open _ |Commercial  |Fee—based
18[SMJP010000000504 _|R igtones Open _ |Commercial _ |Fee—based
19|VPJP010000000601 _ |Downbad of content fiee w ith advertishg Open _ |Commercil |Free
20|VP JP010000000602 Stream g of content free with advertishg Open Commercil Free
21|VPJP010000000603 |G iveaways Open _ |Commercial _|Free
22|VPJP010000000604 Coupons_(discount poits) 0 pen Commerchl Free
23|VP JP010000000605 Privacy nform atbn discbsure Open Commercil Free
24[VPJP010000000701 _ [Copyhg 9 tines w ith unlin ited movihg Open Commercial _ |Fee-based
25|PG JP010000000101 __|Subscrbtbn gam es Open _ |Commercial _[Fee-based
26|PSJP010000000101 __ [Software rental Open _ |Commercial _[Fee-based
B illng Applcatbn Territory
C hss C hss Sponsor C hss C hss Usage C hss Receiver D
Ihdwvidual | Ihdividual No Sponsor Reserved |Downbad, Reuse, Move, Copy, Export UJP1010000000101
Ihdwidual | Ihdividual No Sponsor Reserved |Downbad UJPI010000000101
Ihdwvidual |hdividual _ [No Sponsor Reserved |Downbad, Reuse, Copy UJP1010000000101
hdvidual |hdividual No Sponsor Reserved |Downbad, Reuse, Copy UJP1010000000101
Ihdvidual |hdividual _ [No Sponsor Reserved |Downbad, Reuse, Copy UJPT010000000101
hdwvidual |hdividual  [No Sponsor Reserved |Downbad UJPD010000000101
Ihdvidual [ Ihdividual No Sponsor Reserved |Stream hg UJPD010000000101
hdivilual |ndivilual No Sponsor Reserved |Downbad, Reuse, Copy UJPI010000000101
hdvidual | hdividual No Sponsor Reserved |Stream hg UJP1010000000101
Ihdwvidual |hdividual _ [No Sponsor Reserved |Downbad UJPD010000000101
hdvidual |hdividual No Sponsor Reserved |Downbad UJPD010000000101
Ihdvidual | Ihdividual No Sponsor Reserved |Stream hg UJPD010000000101
Idwvidual |Ihdividual _ [No Sponsor Reserved |Downbad, Reuse, Export UJPD010000000101
Ihdwidual | Ihdividual No Sponsor Reserved |Stream hg UJPD010000000101
Idvidual |hdividual _ [No Sponsor Reserved |Downbad, Reuse, Copy, Export UJP1010000000101
Individual | Individual No Sponsor Reserved |Downbad, R euse, Export UJP1010000000101
Ihdivilual |Ihdividual No Sponsor Reserved |Downbad, R euse, Copy, Export UJPI010000000101
Ihdivilual |Ihdivilual No Sponsor Reserved |Downbad, Reuse, Copy, Export UJPD010000000101
Individual | Ihdvidual T e-synchronzed Forced View ng Reserved [Downbad, Reuse, Copy UJP1010000000101
Idwvidual |Individual [T in e-synchronized Forced View hg Reserved |Stream g UJP1010000000101
Individual |Individual G veaway Model Reserved |Downbad, Reuse, Copy UJP1010000000101
Ihdvilual | Individual Coupon Model Reserved _[Downbad, Reuse, Copy UJPI010000000101
Ihdividual | Ihdividual Advertisihg M odel Reserved |Stream hg UJP1010000000101
Indiidual [ Individual No Sponsor Reserved |Fixed Broadcast D elivery, Reuse, Move, Copy UJPI010000000101
Idwvidual |Ihdividual _ [No Sponsor Reserved |Downbad UJP1010000000101
Individual | Individual No Sponsor Reserved |Downbad UJP1010000000101
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Table B.2 — Playback usage conditions

Playback Usage Condition

Countable Time
NO Quality Parameter Playlist__[Num of Playback [Num of Playback Hours _|Num of Playback Days _|Playback Period Output_[Parental Guidance
1|SMJP010000000201 __[LEVEL1,LEVEL2 LEVEL3,LEVEL4 DRM Allow
2|VPJP010000000202 _|LEVEL1,LEVEL2,LEVEL3 DRM Forbid 240:00:00/48:0:0 2008/03/28 0:0:0-2008/03/29 11:59:59 30
3|SMJP010000000210 _|LEVEL1.LEVEL2LEVEL3 DRM Allow
4|SMJP010000000211 __|LEVEL1LEVEL2LEVEL3 DRM Allow
5|SMJP010000000212 _|LEVEL1LEVEL2LEVEL3 DRM Allow
6|SMJP010000000221 _|LEVEL1,LEVEL2LEVEL3 DRM Allow
7|VFJP010000000222 _|LEVEL1LEVEL2LEVEL3 DRM Allow
8|VPJP010000000301 __|LEVEL1.LEVEL2,LEVEL3,LEVEL4 DRM Allow
9|VPJP010000000302 _|LEVEL1,LEVEL2,LEVEL3 DRM Allow 30)
10{TMJP010000000303 _|LEVEL1 LEVEL2,LEVEL3,LEVEL4 DRM Forbid 30)
11[sMJP010000000303 _|LEVEL1,LEVEL2,LEVEL3,LEVEL4 DRM Forbid 30)
12[TMJP010000000304 _|LEVEL1,LEVEL2,LEVEL3,LEVEL4 DRM Forbid 2008/09/01 0:0:0-2008/09/30 11:59:59 30
12[TMJP010000000304 __|LEVEL1 LEVEL2,LEVEL3 DRM Forbid 2008/07/01 0:0:0-2008/08/31 11:59:59 30
13|vPJP010000000305 __|LEVEL1,LEVEL2,LEVEL3,LEVEL4 DRM Allow
14|vPJP010000000306 __|LEVEL1,LEVEL2,LEVEL3 DRM Forbid 48:00:000:30:00 2008/05/01 0:0:0-2008/06/30 11:59:59 30
14|vPJP010000000306 __|LEVEL1,LEVEL2,LEVEL3 DRM Forbid 240:00:00/0:00:30 2008/04/01 0:0:0-2008/06/30 11:59:59 30
15[vPJP010000000501 __|LEVEL1,LEVEL2,LEVEL3 DRM Allow
16|VPJP010000000502 __|LEVEL1LEVEL2LEVEL3 DRM Allow
17[vPJP010000000503 _|LEVEL1.LEVEL2,LEVEL3 DRM Allow
18[SMJP010000000504 _|LEVEL1 LEVEL2,LEVEL3 Allow
19|vPJP010000000601 __|LEVEL1,LEVEL2,LEVEL3,LEVEL4 DRM Forbid
20|VPJP010000000602 __[LEVEL1.LEVEL2LEVEL3 DRM Forbid
21|VPJP010000000603 __[LEVEL1.LEVEL2LEVEL3 DRM Allow
22|VPJP010000000604 __[LEVEL1LEVEL2LEVEL3 DRM Allow
23|VPJP010000000605 __[LEVEL1.LEVEL2LEVEL3 DRM Allow
24|VPJP010000000701 __[LEVEL1LEVEL2LEVEL3 DRM Allow 1|General
B.3.2 Printout usage conditions
Table B.3 — Printout usage conditions
Print usage condition
Permission Num of Num of
Management [Num of Printout Printout Parental
Content ID Type Printouts  |Hours Days Printout Period Guidance
10{TMJP010000000303 LEVEL1,LEVEL2,LEVEL3 DRM 1 General
12{TMJP010000000304 LEVEL1,LEVEL2,LEVEL3,LEVEL4 DRM 10 2008/09/01 0:0:0-2008/09/30 11:59:59 General
12{TMJP010000000304 LEVEL1,LEVEL2,LEVEL3,LEVEL4 DRM 3 2008/09/01 0:0:0-2008/09/30 11:59:59 General
B.3.3 Execution usage conditions
Table B.4 — Execution usage conditions
Execute usage contition
Permission Num of Num of Countable
Management |Num of Execution Execution Parental |Time
Content ID Type Executions Hours Days Execution Period Guidance |(Seconds)
25|PGJP010000000101 LEVEL1,LEVEL2,LEVEL3 DRM 2008/06/20 0:0:0-2008/06/27 23:59:59 General
26|PSJP010000000101 LEVEL1,LEVEL2,LEVEL3 DRM 2008/06/20 0:0:0-2008/06/30 23:59:59 General
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B.4
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Data management conditions

Table B.5 — Data management conditions

Data management condition
Maximum  |Minimum
Encryption Copy Transcode [Transcode |Transcode Sublicense |Timeline
NO [Content ID Target ID Flag Count Move Count |Type Rate Rate Expiration Date Count Edit
1|SsMJP010000000201 UJPD010000000201 TRUE ff] 0 2008/09/26 0:0:0 0| Forbid
2|VPJP010000000202 UJPD010000000101 TRUE 0| 1 2008/12/31 0:0:0 0|Forbid
3|SMJP010000000210 UJPD010000000201 TRUE 0| 0 2008/07/31 0:0:0 0|Forbid
6|SMJP010000000221 UJPD010000000101 TRUE 0 0 9999/12/31 0:0:0 0| Forbid
8|VPJP010000000301 TRUE ff] 0 9999/12/31 0:0:0 0]Allow
10]TMJP010000000303 UJPD010000000101 TRUE 0 0 9999/12/31 0:0:0 0| Forbid
11{sMJP010000000303 UJPD010000000101 TRUE 0 0 9999/12/31 0:0:0 0|Forbid
12{TMJP010000000304 UJPD010000000101 TRUE 0| 0 9999/12/31 0:0:0 0|Forbid
15|vPJP010000000501 UJPD010000000201 TRUE ff] 0 2009/03/26 0:0:0 ff[Forbid
17{vPJP010000000503 TRUE ff] 0 9999/12/31 0:0:0 0|Allow
18{sMJP010000000504 UJPD010000000201 TRUE ff] 0 9999/12/31 0:0:0 0|Forbid
19|vPJP010000000601 UJPD010000000201 TRUE ff] 0 9999/12/31 0:0:0 0| Forbid
21|vPJP010000000603 UJPD010000000201 TRUE ff] 0 9999/12/31 0:0:0 0|Forbid
22|VPJP010000000604 UJPD010000000201 TRUE ff 0 9999/12/31 0:0:0 0|Forbid
23|VPJP010000000605 UJPD010000000201 TRUE ff] 0 9999/12/31 0:0:0 0| Forbid
24|vPJP010000000701 TRUE 9| ff 9999/12/31 0:0:0 0]Allow
25|PGJP010000000101 UJPD010000000101 FALSE 0| 0 2008/06/30 23:59:59 0|Forbid
26|PSJP010000000101 UJPD010000000101 FALSE 0 0 2008/06/30 23:59:59 0| Forbid
B.5 Data output conditions
Table B.6 — Data output conditions
Data export condition
Move
Storage Media Indicator Time Export
NO [Content ID Type Encoding Type Protection Type|Control Type Flag Export Count Period Day Count|Period
1|SMJP010000000201 CD
13]vPJP010000000305 DVD MPEG*2,H.264 _[CPRM, DTCP_[Copy No More Copy 9
15]VPJP010000000501 CcD
16]vPJP010000000502 DVD MPEG*2,H.264 |CPRM Copy No More Copy 3
17]vPJP010000000503 HDD SAFIA Copy No More Copy 10
18]sMJP010000000504 Flash Memory CPRM Copy No More Copy 10
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